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Abstract— The high growth within the networking technology
leads a typical culture for interchanging of the digital pictures
terribly drastic. Thus, it's additional vulnerable of duplicating
of digital image and re-distributed by hackers. So the
knowledge needs to be protected whereas sending it, Sensitive
data like credit cards, banking transactions and social
insurance numbers have to be compelled to be protected. For
this several cryptography and decoding techniques are a unit
existing that area unit accustomed avoid the knowledge
stealing. In the recent days of the web, the cryptography and
decoding of information play a serious role in securing the
information in on-line transmission focuses chiefly on its
security across the web. Totally different cryptography and
decoding techniques are a unit accustomed defends the
confidential knowledge from unauthorized use. This paper
proposes a faster version of the RSA algorithm.
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I. INTRODUCTION

Cryptography is that the study of mathematical techniques
associated with aspects of data security like confidentiality,
knowledge, integrity, entity authentication, and knowledge origin
authentication. Cryptography isn't the sole means that of providing
info security, however instead of that it's a collection of techniques.
If an identical secret is employed for coding and secret writing, we
tend to tend to call the mechanism as Symmetric key cryptography.
On the various hand, if 2 fully totally different keys square
measure used in science mechanism, then we tend to tends to call
mechanism as uneven Key or asymmetric key [1].

Network-based vs. host-based systems: in a network-based system
or NIDS, the particular packets flowing through the network are
analyzed. The NIDS can identify malicious packets that are
designed to be overlooked by firewalls simplistic filtering rules. In
a host-based system, the IDS observe activity on each individual
computer or host.
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Figure 1.1: Cryptography Classification
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The above figure 1 shows cryptography classification named
bilaterally symmetric key and uneven or Asymmetric key
cryptography.

The security services include [1]:

Data Confidentiality: The principal of confidentiality specifies
solely the sender and meant recipient(s) ought to be ready to
access the content of the message. Confidentiality has been
defined by the International Organization for Standardization (ISO)
in ISO-17799 as “ensuring that info is accessible solely to those
licensed to possess access and is one at all the cornerstones of
security “. Message of Confidentiality is one of the planning goals
for several cryptosystems, created doable in the follow by the
techniques of contemporary cryptography. It is designed to shield
the knowledge from revelation attack.

Data Integrity: Data Integrity is intended for the protection of
knowledge from unauthorized modification, insertion, Deletion
associate degrees replaying by an informant. It will defend the
complete message or the part of the message.

Authentication: In the affiliation orienting communication, it
provides the authentication of the sender or receiver throughout
the affiliation institution (peer entity authentication], it
authenticates the source of data (also called data origin
authentication).

Non repudiation: Non-repudiation service protects against
repudiation by either the sender or the receiver of the Data. In this
with the proof of origin, the receiver of the data can later prove the
identity of the Sender, if denied. In non-repudiation with the real
proof of delivery the sender of the data can later prove the data
were delivered to the intended recipient.Non-repudiation is the
concept of ensuring that a party in a dispute cannot repudiate.
Although this concept can be also applied to any transmission
including a television and radio, the most common application is
in the verification and trust of signatures.

Access Control: Access management could be a system that
permits associate degree authority to regulate access to areas and
resources during a given physical facility or computer-based data
system. Associate degree access system, with within the field of
physical security. It provides security against unauthorized access
against knowledge. The term access during this definition is
extremely broad and may involve reading, writing, modifying,
death penalty programs.

Il. RELATED WORKS
Fault-based attacks are the attacks which are capable of recovering
secret keys by. The fault based attacks introducing one or more
faults in and then analyzes the output. It is a very powerful method
to crack the key. The work done by Kun Ma et al in [2] contains a
novel Concurrent Error Detection scheme to overcome the
problem due to fault-based attack against RSA. This proposed
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method is based on the concept of the multiplicative homomorphic
property. The time overhead of this technique is more.

Alexandra Boldyreva, Hideki Imai proposed another variant of
RSA [3] it is known as RSA-OAEP. It is based on OAEP. The
work done in [4] focuses on the problem of how to prevent the fast
RSA signature and decryption computation with residue number
system speedup from a hardware fault cryptanalysis in a highly
reliable and efficient approach.

Giraud [5] proposed a new countermeasure scheme based on the
concept of Montgomery Ladder Exponentiation. The proposed
algorithm performs two modular multiplications for each bit of
exponent. Whereas the square and multiply algorithm which
performs on average 1.5 modular multiplications per bit of the
exponent. Therefore the proposed method is faster.

The authors of [6] proposed an enhance algorithm for the RSA
cryptosystem. This new proposed cryptosystem uses a third prime
number in calculating the value of n.

In the setting of electronic commerce systems should run on a
totally different package platforms like windows, Unix, and Linux.
If the RSA is developed with C language, it'll talk about a drug
that the system cannot run on all platforms, though the system
developed with ¢ language is straightforward to transplant. As an
equivalent data type has totally different length on different
platforms, this makes it tough to transplant. To make it simple to
maintain the system, develop quickly and to unravel the matter of
cross platforms. Author tries to develop this method with Java
language. Java is an associate degree object orientating language,
and the system developed with Java language will run all
platforms|[7].

The substance of cryptanalysis attacks on the RSA cryptosystem
has been studied; all possible known attacks on the system are
overwhelming. However, these attacks demonstrated pitfalls in the
implementation and obvious misuse of the RSA system. Most of
the attacks cannot be avoided. The RSA system remains secure
and can be trusted if a proper implementation of the system is
adequately taken into consideration. The attacks have been
classified into three categories which include: Attacks on the RSA
function, Attacks based on the extraction of details in the
implementation, and the Factorization methods attacks. These
attacks have demonstrated the dangers behind improper usage of
the RSA system[8].

I11. THEORETICAL BACKGROUND

In order to develop an efficient and accurate algorithm for security
purpose many algorithm are present.RSA is one of them, well
known public key cryptography. Soon after Merkle’s knapsack
algorithm came the first full-fledged public-key algorithm, one
that works for encryption and digital signatures: RSA. Of all the
public-key algorithms proposed over the years, RSA is one of the
casiest to understand and implement. RSA algorithm also the most
popular.

Named after the three inventors-Ron Rivest, Adi Shamir, and
Leonard Adleman-it has since withstood years of extensive
cryptanalysis. Although the cryptanalysis neither proved nor
disproved RSA security, but also it does suggest a confidence
level in the algorithm.

To generate the two keys two large prime numbers P & Q are
chosen at random. For maximum security the value of the choose
p and q should

n=p*q
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Then randomly choose the encryption e, such that e and (p - )*(q -
1) are relatively prime. Finally use the extended Euclidean
algorithm to compute the decryption key d.

ed=1 mod (p- )*(q- 1)

d=¢"mod ((p- (g - 1))

Encrypting:

¢=m°mod n

Decrypting

m=c® mod n

This new proposed cryptosystem uses a third prime number in
calculating the value of n. In this new apporach a new
methodology to change the original modulus with the fake
modulus. It is as follows [9]:

Reference RSA algorithm is as follows:

1. First choose random large prime integers p and q of roughly the
same size but not too close to each other.

2. Calculate the product n = pq (ordinary integer multiplication)

3. Choose a random encryption exponent ¢ It must not has any
common factor with either p-1 or -1 (a(n)=(p-1)(g-1)).

4. Compute the “Pe” (possible values of ¢).

5. Selecting at random the encryption key e

- where 1<e<@(n), gcd(e,0(n))=1
6. Solve following equation to find decryption key d
- e.d=1 mod &(n) and 0<d<n

7. Then select “Se”(are special values of “Pe”)
8. Compute fake modulus Fn=n*Se
9. Publish their public encryption key: KU={e,Fn}
10. Keep secret private decryption key: KR={p,q,d,n}
11. For encrypt a message M the sender:
— obtains public key of recipient
KU={e,Fn}
—  computes:
0<M<Fn

C=M° mod Fn where

12. For decrypt the cipher text C the owner:
—  uses their private key KR={p,q,d,n}
—  computes: M=C® mod Fn

1VV.DOMAIN DESCRIPTION AND PROPOSED SYSTEM

The high growth in the networking technology leads a common
culture for interchanging of the digital images very intensely.
Hence it is more vulnerable of duplicating of digital image and re-
distributed by hackers. Therefore the images has to be protected
while transmit, sensitive information like debit cards, credit cards,
online banking transactions and social network security numbers
need to be protected. For this many encryption/decryption
techniques are existing which are used to avoid the information
theft. In recent days of Internet, the encryption/decryption of data
plays a major role in securing the data in online transmission
focuses mainly on its security across the internet. Different
encryption/decryption techniques are used to protect the
confidential data from unauthorized use.

In recent development there are some problems in current RSA
cryptosystems the following issues are considered for
improvement.

1. The decryption it’s slower speed: To decrypt any message
time required more as compare to other algorithm. By applying
new concept in decryption step as compare to pervious
cryptosystem, decryption time is less as compare to previous
algorithm.
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2. Low decryption exponent attack if we know the decryption
exponent and wiener’s attack: If we know the value of
decryption key d then it’s factorized in polynomial time by
applying randomized algorithm. Private decryption exponent value
to be small in order to accelerate decryption or signing operations
Selection of small value for the decryption exponent can result in
breaking the entire system.

The Wiener's attack, named once decipherer Archangel J. Wiener.
The wiener’s attack uses the fraction technique to show the non-
public key d once d is less. Its continued fraction method to
exploit a mistake in the use of RSA cryptosystem.

A wiener’s attack is based on two facts:
-If N=pq is a “good” RSA modulus (with p (approx) ~
(approx) ~\N), then N (approx) =~o(n).

-The wiener’s set up is this: as a result of ed = one mod
m for variety of modulus m>=1 and positive number e
and d, then d looks as a divisor at intervals the

convergence of e/m.
Both attack are solve by choosing large vale of decryption key d.

3. Problem arises to common modulus attack: To avoid
generating a special modulus N=pq for every user one would like
to repair N once and for all. A similar N is employed by all users.
A trusty central may offer user I with a novel combine ei,di from
that user I type a public key(N,ei) and a secret key (N,di).Solution
is:

In the decryption step we split the common modulus N into p and
q by applying Fermat’s theorem.

-Fermat’s theorem such as: If p is prime and
ged (p,a) =1, then a”'=1 mod p

Proposed Algorithm:

1. First choose random large prime integers p and q of roughly the
same size but not too close to each other.

2. Calculate the product n = pq (ordinary integer multiplication)

3. Choose a random encryption exponent e It must not has any
common factor with either p-1 or g-1 (e(n)=(p-1)(g-1)).

4. Selecting at random the encryption key e

- where 1<e<g(n), gcd(e,0(n))=1

5. Solve following equation to find decryption key d
- e.d=1 mod @(n) and 0<d<n

6. For encrypt a message M the sender:

- obtains public key of recipient KU={e,Fn}
- computes: C=M° mod Fn where 0<M<Fn

7. In decryption step, we have made certain changes & it is as
follows: we will split the n in to p and q by applying the Fermat’s
theorem. Then we will compute the plain text:

7.1 First compute:
X1 = c¢* modp
X2 =c""mod q
Where dp =d mod (p-1) & dq=d mod (g-1)
7.2 Find vale of W:
W=(X2-X1) *WIl modq
Where W1 = p modinverse q
7.3 Then finally compute plain text M:
M=c!modn=X1+W*p
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V. RESULT ANALYSIS

After completing implementation get the result according to
given input.In this proposed cryptosystm give the input
value of different hardware and software requriment and get
the otput vale. Detail comparsion table such as:

System Key Decryption Time
Requirement Length in in ms
bits
Fake Proposed
Cryptosystem | Cryptosystem

Processor:- 1024 bit 32ms 16ms
13 RAM:-1 GB

Processor:- 2048bit 172ms 47ms
13 ,RAM:-1 GB

Processor:- 1024 bit 28ms 15ms
15 ,RAM:-4 GB

Processor:- 2048bit 125ms 32ms
15 ,RAM:-4 GB

Table 5.1: Comparison of Decryption Time with different System
Requirement and Key Length

In Table 5.1 compare decryption time of different hardware
processor and different ram. Also apply two different key length
are used.According to this get the result graphy such as:
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Figure 5.1 Decryption Time with Processor:- 13 ,RAM:-1 GB

In Figure 5.1 show the decryption time of proposed RSA
algorithm is 16 ms and RSA fake module is 32 ms with key lenth
1024 bit.
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Figure 5.2 Decryption Time with Processor:- 13 ,RAM:-1 GB
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In Figure 5.2 show the decryption time of proposed RSA
algorithm is 47 ms and RSA fake module is 172 ms with key lenth

2048 bit.
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Figure 5.3 Decryption Time with Processor:- I5 ,RAM:-4 GB

In Figure 5.3 show the decryption time of proposed RSA
algorithm is 15 ms and RSA fake module is 28 ms with key lenth

1024 bit.
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Figure 5.4 Decryption Time with Processor:- I5 ,RAM:-4 GB

In Figure 5.4 show the decryption time of proposed RSA
algorithm is 32 ms and RSA fake module is 125 ms with key lenth

2048 bit.

V1.CONCLUSION AND FUTURE WORK

In this paper, the introduction & the application of cryptography is
given. The problems related to the RSA current version are also
discussed. The public key cryptography & its utility in so many
arcas of the life are discussed. The paper also proposes an
enhanced variant of the RSA algorithm. The experimental result
has shown that the execution time of the proposed method is less
than that of the existing variant. In near future some suggestion

such as:

1. The present system works for small scale applications. In

future it can be extended for the large scale applications.
2. The high speed encryption algorithm may be proposed.

3. The proposed algorithm can be extended to handle rich

text, audio, video etc.

4. The performance of the cryptosystem used more than 2048

bit such as 3072 bit key length are used.

5. The proposed method can be upgraded to perform image

encryption in the same efficient manner.
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